Research Security

What We Cannot Do at UCCS:

¢ Classified Research

e Supplier Performance Risk
System (SPRS) Assessments

e NIST 171rev4 Compliance

e Any DFARS Clauses

If you have any research contract
award please reach out to OIT
and OSPRI.

Contacts
« https://osp.uccs.edu/conta
ct-us

« https://oit.uccs.edu/securit
y/contact
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UCCS

Need some Help Encrypting,
Managing Access, Scanning,
Updating, or Logging your
Activities Information and
Technology?

Easy Steps for
Research Security

Encrypt IT
(Information Technology (IT)) Research Security
Cookbook: The goal of the
cookbook is to provide self-
guided introductory
information on common
security areas. The cookbook
also has focused information
on NIST, CMMC and DoD of
defense compliance

requirements.

Manage Access

Scan IT
(Anti-Virus/Anti-Malware)

Keep IT Updated Future Research

Security Goals

Log your Activities  Provide Department of

Defense (DoD) research
compliance support

+ Have a well developed

Research Security Program

that can help Researchers

o Be Secure

o Be Compliant

o Be Sharable

National Security Presidential

Memorandum (NSPM-33) sets

a baseline standard for

research security, which is

important to review for any
research.

o https://www.whitehouse.gov/o
stp/news-
updates/2021/08/10/clear-rules-
for-research-security-and-
researcher-responsibility/

To Learn More:
https://oit.uccs.edu/security ResearchComplianceResdUices
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Data Security

Data is central to research, innovation,

and opportunity. However, all data,
including research data, also carries risk.
Managing your research data and its .
inherent risks can be overwhelming or
seem unnecessary to the scope of the
project but having a data security plan

can keep your project on track and

avoid legal and regulatory penalties.

Office of Sponsored Programs and Research Integrity (OSPRI)



https://www.whitehouse.gov/ostp/news-updates/2021/08/10/clear-rules-for-research-security-and-researcher-responsibility/
https://www.sprs.csd.disa.mil/

