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University of Colorado at Colorado Springs
Information Technology Minimum Security Standards
I.
DEFINITIONS

Italicized terms used in this procedure are defined in the Administrative Policy Statement Dictionary.  Underlined terms specific to this procedure are defined below.
· High risk IT resource is an IT resource used to process private information, life/safety information, or essential information and/or a high cost IT resource.  The Information Classification procedure defines these information classes.  High cost IT resources shall include, at a minimum, capital equipment as defined by the “State of Colorado Fiscal Rules, Rule 1-10, Accountability and Capitalization of Equipment”: equipment having a useful life of more than one year and a unit cost of $5,000 or more.
· Server is a specific type of IT resource used to provide information or services over a communications network to client computer systems.  Examples include file servers, email servers, web servers, database servers, application servers, directory (LDAP) servers, and authentication (e.g., Kerberos, RADIUS, etc.) servers.

II.
DESCRIPTION

This procedure establishes a set of baseline standards for the IT Service Provider Security policy.  This standard puts forth the minimum required security safeguards for use across all of the University of Colorado at Colorado Springs campus.  However, each department may elect to establish their own required baseline security standards, provided they meet or exceed the intent of the baseline standards in this document.  Departmental standards shall be submitted to the UCCS Information Technology Security Principal (ITSP) for review before going live with the server.
The IT Security Program Policy establishes the required roles, responsibilities, and functions for the effective management of the University’s IT Security Program.  In accordance with the policy:
· Campus IT security principals shall provide guidance and information as needed to IT service providers on implementing the controls required by this procedure and any additional local campus standards.    
· Organizational Unit directors and chairs or their designees shall be responsible for ensuring the controls required by this procedure are implemented in their respective units.
· IT service providers shall implement the controls required by this procedure within their areas of responsibility.
A. IT Resource Security Management

The IT Service Provider Security policy describes general controls IT service providers shall implement for the IT resources under their responsibility.  Security controls shall conform to the following baseline standards:

1. System and application security management.

i. System configuration standards.  IT resources shall only use operating systems actively supported and patched by the vendor.  Network services enabled on an IT resource shall be limited to the minimum necessary required for University academic, administrative or research functions.  Default vendor configurations shall be reviewed and strengthened where applicable.  IT service providers shall either 1) disable any default vendor provided accounts or 2) modify each default account’s password in conformance with the strong password standard.

ii. System patching standards.  IT resources shall have current security patches applied.  Appropriate timeframes for patching shall account for the sensitivity and criticality of information processed, criticality of the resource and criticality of the patch.
Critical Patches – Must be patched within 2 days
Severe Patches – Must be patched within 3 days
Important Patches – Must be patched within 7 days

iii. High risk IT resources shall receive due diligence and have security patches applied with as little time delay as possible.

2. Malicious activity protection.

i. Anti-virus and Anti-spyware standards.  IT resources shall have anti-virus and anti-spyware software installed.  The software must also update daily and run at startup.
3. Data backup and recovery.
i. All IT resources must have a backup solution and recovery plan.  Each administrator may decide upon their own backup procedure as long as it is in compliance with the Retention of University Records APS.  Backups should be tested regularly and the integrity of the backups verified. Departments may decide to define a disaster recovery procedure.
4. Media Handling and Storage.
i. Media that has any type of student or university data on it including but not limited to disk drives, cd-roms, memory sticks, tapes, cartridges must be protected from loss and unauthorized access. Portable media that is identified to contain private and restricted data according to the Information Classification policy and must be retained according to the Retention of University Records APS must be encrypted by IT through their encryption software.  Encryption software will be provided to ensure data is rendered unreadable through unauthorized access.  Encryption software will also be managed centrally by IT to ensure that the data can be recovered if a personal token or key is lost.
5. Data Usage and Handling
i. Data integrity and confidentiality of university systems must be maintained at all times.  Data that is university owned shall not be viewed or transmitted by or to any third party entity without the consent of the IT Security Principal.  This includes data that is contained on failed hardware, data that needs to be modified by a third party for a software upgrade, and remote access to university systems by a third party.
6. Disposal of electronic equipment and media.
i. All university data located on media shall be rendered unreadable by any party with access to the media after it is disposed of.  For any disk drives that will be disposed of by a third party, the platters on the drives must be drilled through.  In addition to rendering the media unreadable, the third party disposal company should also provide a guarantee of data destruction.
B. Access Management

The IT Service Provider Security policy describes general principles and controls IT service providers shall follow to control the access to IT resources under their responsibility.  The controls shall conform to the following baseline standards:

1. User access management.

i. IT service providers shall manage user access the IT resources under their responsibility.  Appropriate controls must be in place to ensure IT resource users only have access to information that is authorized and necessary to perform their job function.
ii. Root or administrator access should be only be granted to those individuals who must have root or administrator access to perform their job function.  Any logins to systems using the root or administrator account must be externally logged.  

iii. High Risk IT resources.  User access management on high risk IT resources should be limited.  Individual users must be identified when logging into the resource including those with root or administrator access.  
2. IT resource access controls.

i. Strong passwords.  Accounts used to authenticate access to IT resources shall have strong passwords.  Strong passwords shall either conform to complexity requirements or have sufficient length to classify as passphrases:

a. Complex passwords.  Passwords less than 15 characters in length shall be:

1. A minimum of 8 characters in length.

2. Composed of at least 3 of the following 4 character classes: 

i. Lower case alphabetic characters (a-z)

ii. Upper case alphabetic characters (A-Z)

iii. Digits (0-9)

iv. Special characters (e.g., punctuation, currency symbols, math symbols, whitespace, etc.).

b. Passphrases: Passwords 15 or more characters in length shall be considered passphrases and inherently strong passwords.  Due to the increased security provided by the length, multiple character classes are encouraged but not required to meet this procedures definition of a strong password.

ii. Invalid authentication account lockout.  Accounts used to authenticate access to IT resources shall hinder brute force password cracking by enacting an account lockout policy.  A maximum of 5 invalid authentication attempts shall result in a minimum 15 minute delay before allowing additional authentication attempts.

iii. High risk IT resources.  Many high risk IT resources may have an increased regulatory burden; therefore, IT service providers, in collaboration with Organizational Unit directors, shall evaluate and document risk to high risk IT resources and consider implementing additional safeguards recommended by the campus IT Security Principal.
3. Network security controls.

i. Secure remote local area network access.  Since IT resources usually restrict traffic from external University networks as a security safeguard, ensuring these safeguards remain effective and reliable requires strict access control measures for remote connections.  Any external IT resource requiring access to a University local area network IT resource shall connect through a secure Virtual Private Network (VPN).  

Devices establishing remote connections through a VPN shall adhere to all applicable policies established for University IT resources.
ii. Host-based firewall.  A host-based firewall must be in place and configured on IT resource servers.  Firewalls must be configured to only allow protocols necessary for the primary function of the server (syslog, DHCP, DNS, IMAP, etc)
C. Physical and Environmental Security

The IT Service Provider Security policy describes general principles IT service providers shall follow to physically secure IT resources under their responsibility.  The controls shall conform to the following baseline standards:

1. Data centers.  

i. Data center owners, managers, or their designees shall, following guidance from the campus IT security principal, ensure that data center facilities under their responsibility have adequate physical security safeguards. For the UCCS, physical access barriers, environmental controls and protections should be used to protect equipment and data from loss.
2. IT resources.
i. General IT resource protections.  Unauthorized physical access to an unattended device can compromise the confidentiality and integrity of information accessed and processed by the device.  Therefore, devices shall be configured to automatically “lock” and require a user to re-authenticate if left unattended.  IT service providers shall instruct IT resource users to manually “lock” their devices whenever they leave the device unattended.
ii. Portable IT resource protections.  Portable devices, such as laptops, smart phones, PDAs, and other small computing devices, shall be protected from theft using reasonable and appropriate measures as determined by the value of the device and the information it stores and accesses.

iii. High risk IT resource protections.  High risk IT resources shall mitigate the risk of theft of private information, restricted information, life/safety information, or essential information by either 1) removing all private, restricted, life/safety, or essential information from the resource, 2) locating the resource within a data center or 3) implement software security (e.g., full disk encryption, theft protection tracking and location services).
a. High risk portable IT resource protections.  If high risk information remains on the portable device, physical security (e.g., locking cables, audible alarms) shall be required.  If private information remains on the portable device, encryption software configured to automatically protect user documents shall be used to the extent allowed by the computing platform.
b. High risk server protections.  Servers classified as high risk IT resources shall have appropriate continuous physical and environmental controls to mitigate the risk of failure, theft or disclosure of information.
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